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Windows Firewall with Advanced Security on Local Computer

‘ Windows Firewall with Advanced Security provides network security for Windows computers.

Overview
Domain Profile
@ Windows Firewall is on.
© Inbound connections that do not match a rule are blocked.

Pnvate Profile
@ Windows Firewall is on.
® Inbound connections that do not match a rule are blocked.

Public Profile is Active
& Windows Firewall is on.
G Inbound connections that do not match a rule are blocked.

B) Windows Firewall Properties

@ Outbound connections that do not match a rule are allowed.

'ﬁ' Outbound connections that do not match a rule are allowed.

'@' Outbound connections that do not match a rule are allowed.

Getting Started
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Authenticate communications beiween computers
Create connection securty rules to specify how and when connections between computers are authenticated and

~

Actions
Windows Firewall with Adv... &
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Import Policy...

Export Policy...

Restore Default Policy
Diagnose / Repair

View »
Refresh

Properties

Help
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View 4
G, Refresh
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E Mew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
# Rule Type What type of rule would you like to create?
@ Frotocol and Forts
@ Action () Program
@ Profile Rule that controls connections for a program.
@ Name {P:_'I >
Rule that controls connections fora TCP or UDP port.
) Predefined:
AllJoyn Router

Rule that controls connections for a Windows experience.

(U Custom
Custom rule.
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E Mew Inbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?

¢ Protocol and Ports @ TCP

@ Action () UDP

@ Profile

¢ Fmme Does this rule apply to all local ports or specific local ports?

() All local ports
(® Specific local portg- 139, 445, 3389 b
mple: 80, 443, 5000-5010
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ﬂ New Inbound Rule Wizard

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ FRule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports
() Allow the connection

@ Adtion This includes connections that are protected with IPsec as well as those are not.
@ Profile
- () Allow the connection if it is secure
o So— This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
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ﬂ New Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
@ Protocol and Ports
@ Action Domain
o Profie Applies when a computer is connected to its corporate domain.
@ Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public

Applies when a computer is connected to a public network location.
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E Mew Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:

& FRule Type

@ Protocol and Ports
@ Action

& Prcfile

BluchWannaCr)fI \

& Name
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Inbound Rules Group Profile  Enabled  Action * || Inbound Rules =
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BlockWannaCry Properties

Protocols and Ports  Scope  Advanced  Local Principals  Remote Users
General Programs and Services Remoate Computers

General
Name:
& JBiockVVannaCo |
Description:
Mudah-mudahan bisa nge-blok wannacry..... AR

Enabled
Action
5 (O Alow the connection

Y

L

. A
L& (O Alow the connection ff it is secure

(®) Block the connection

OK Cancel Apply




